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Internet routing (BGP) is vulnerable to traffic hijacking

Autonomous p2p or c2p relationships
System (AS) -.. :
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Internet routing (BGP) is vulnerable to traffic hijacking
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Internet routing (BGP) is vulnerable to traffic hijacking
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Internet routing (BGP) is vulnerable to traffic hijacking

path: 3 5 2 path:47

path: 7

path: 5

Attacker: path: 7 announces
hijacks 7.0.0.0/8 or o 7.0.0.0/8
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Internet routing (BGP) is vulnerable to traffic hijacking

........................ Traffic to
4 7.0.0.0/8

Attacker: path: 7 announces
hijacks 7.0.0.0/8 or o 7.0.0.0/8
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Fortunately, there are defenses against BGP hijacking

Protocol RPKI + ROV
extensions BGPSec, ASPA

Configuration
guidelines

Route filters

Monitoring ARTEMIS
platforms BGPAlerter



Despite the efforts, BGP is still vulnerable
to forged-origin hijacks

The attacker prepends path:357 1 —— — 2 path:47
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Despite the efforts, BGP is still vulnerable
to forged-origin hijacks

path: 357 a 9 path:47

Less but still a significant fraction |t .0 T...::::::::::mm-,-rafﬁc to

of the traffic is diverted to the attacker al 2 0.0.0/8
path: 57 ’a 4 path:7
4 6 —— 7
Attacker: path: 7 announces
hijacks 7.0.0.0/8 7.0.0.0/8

prepegnds 7



Existing defenses poorly neutralise forged-origin hijacks

)

Protocol
extensions

Configuration
guidelines

Monitoring
platforms

RPKI + ROV
BGPSec, ASPA

Route filters

ARTEMIS
BGPAlerter
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RPKI+ROV can’t detect forged-origin hijacks
BGPSec and ASPA will take years
to be widely deployed

Often missing and inaccurate
as they are constructed based on the IRR

Narrowly focused as they detect hijacks
that only pertain to the AS deploying it



Forged-origin hijacks are actively used by attackers

August 17, 2022
The Record. February 3, 2022 c CelerNetwork Yy

Recorded Future” News er
@CelerNetwork - Follow

KlaySwap crypto users lose funds after BGP hijack #1909 0We are seeing reports that reflects

potential DNS hijacking of cbridge frontend. We

Hackers have stolen roughly $1.9 million from South Korean cryptocurrency platform KLAYswap after are investigating at the moment and please do
they pulled off a rare and clever BGP hijack against the server infrastructure of one of the platform’s not use the frontend for brldglng at the moment.
providers.

11:56 PM - Aug 17, 2022 O,

The BGP hijack—which is the equivalent of hackers hijacking internet routes to bring users on malicious
sites instead of legitimate ones—hit KakaoTalk, an instant messaging platform popular in South Korea. ©® 321 ’ Reply é) Copy link

The attack took place earlier this month, on February 3, lasted only for two hours, and KLAYswap

has confirmed the incident last week and is currently issuing compensation for affected users. Read 40 replies

Both attacks are the result of a forged-origin hijack



DFOH: A System to Detect Forged-Origin BGP Hijacks
on the Whole Internet




Outline

DFOH'’s main challenge

DFOH'’s inference pipeline

DFOH'’s inferences are accurate

DFOH is up and running
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Outline

DFOH'’s main challenge Is to detect fake AS links
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DFOH aims to detect the fake AS links
Induced by forged-origin hijacks
BGP vantage point

path: 35 7 &9 “ 2 path:47

Traffic to
7.0.0.0/8

Attacker: path: 7 announces
hijacks 7.0.0.0/8 7.0.0.0/8

prepends 7




DFOH aims to detect the fake AS links
Induced by forged-origin hijacks
BGP vantage point

path: 35 7 ¢¢

Traffic to
7.0.0.0/8

Upon the attack:
ASS (attacker) and AS7 (victim)

Attacker: v path: 7 . announces
hijacks 7.0.0.0/8 - 7.0.0.0/8

prepends 7 fake link




An attacker cannot escape from creating a fake AS link
without hampering the effectiveness of its attack

path:247 | 1 m——_2 path:47
There is no new AS link if Tt 1
the attacker prepends 6 7 T A} --------- 2 0.0.0/8
But none of the ASes divert _traffic to path: 47 (g 2 path: 7
the attacker as the AS path is longer \ -
6 14
Attacker: path: 7 announces
hijacks 7.0.0.0/8 7.0.0.0/8

prepends 6 7 fake link



Problem: There are many new AS links every day

but no simple property that tells whether they are real or fake

We find 166 new AS links every day (median)
and the vast majority are likely legitimate

Using the BGP data from 200 RIS and RouteViews
peers and collected during ten months in 2022

New AS link
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Problem: There are many new AS links every day

but no simple property that tells whether they are real or fake

Real AS link

DFOH

Fake AS link
New AS link
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Outline

DFOH'’s inference pipeline relies on domain-specific knowledge
and a tailored link prediction framework
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DFOH'’s fake AS links inference algorithm comprises three steps

Finding Computing Inferring

New Links Features Hijacks

RIS/RouteViews
Vantage point

s Victim
Hijacker \

new AS link
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DFOH'’s fake AS links inference algorithm comprises three steps

Finding Computing Inferring
— — ..
New Links Features Hijacks
1 6
2 3
5 7

Feature vectors
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DFOH'’s fake AS links inference algorithm comprises three steps

Finding Computing Inferring
— — .
New Links Features Hijacks
Feature categories:
1 6 '
2 3
5 7

Feature vectors
23



DFOH uses a total of 11 topological features
that can be divided into four categories

Node Neighborhood Topological
centrality richness patterns

Closeness

shortest paths
VA focus

. N
")

focus shortest
distance
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DFOH'’s fake AS links inference algorithm comprises three steps

Finding Computing Inferring
— — ..
New Links Features Hijacks
Feature categories:
Peeringdb ................. .
1 6 .. 0.56
2 3 .. 0.89
i
5 7 . 1.21

Featuge vectors
5



DFOH looks at public peering information
and identifies when two ASes are unlikely to peer

DFOH looks for three types
of information in PeeringDB:

1. Country
2. Public peering exchange points

3. Private peering facilities
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DFOH compares the peering information
of the neighbors of the hypothetical victim and attacker

Reason #1:
Protect against
adversarial inputs

Country:

IXPs:
Facilities: IV

EQUINIX

Reason #2:
Mitigate missing
peering information

27 New AS link is fake




DFOH'’s fake AS links inference algorithm comprises three steps

Finding Computing Inferring
— — ..
New Links Features Hijacks
Feature categories:
Peeringdb .................. .
1 6 . 0.56 .
2 3 .. 0.89 ..
i
5 7 . 1.21 ..

Featuge vectors



DFOH looks at the AS paths that include the new link
and identifies suspicious sequence of ASes

stub-to-stub

/ path

AS node degree

1 2 3 4 S 6

(origin)

AS path hop
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DFOH looks at the AS paths that include the new link
and identifies suspicious sequence of ASes

core-to-stub
path

AS node degree

1 2 3 4 5 6
lorigin) AS path hop
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DFOH looks at the AS paths that include the new link
and identifies suspicious sequence of ASes

/ stub hijacks core AS

AS node degree

1 2 3 4 S 6

(origin)

AS path hop
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DFOH'’s fake AS links inference algorithm comprises three steps

Finding Computing Inferring
New Links Features Hijacks

Feature categories:
Bidirectionality ............................. E

AS-path pattern ................... E
Peeringdb .................. :

—@ 01..056..43..6

]

5 3 .0.89..6.1..0

_

5 7 .1.21..0.3..8

P
Featugze vectors



DFOH'’s fake AS links inference algorithm comprises three steps

Finding | Computing Inferring
New Links Features Hijacks

Domain-specific features
that compensate each other

Bidirectionality ............................

AS-path pattern--f-e E
Peeringdb ................ :

Topological-:

{'—(8 0.1.056.43.6

—

59— 3 0.3..0.89..6.1..0

—

By—7 /.3..1.21..0.3..8

i
Featugg vectors



DFOH'’s fake AS links inference algorithm comprises three steps

Finding
New Links

Computing
Features

34

Inferring
— .
Hijacks
1 60
Inference
Random . 2 30
Forest 5 =
T dH
Trainingﬁ
1 -2 1 -4
Samples | 2 — 4 4 -6
3 =6 6 — 7

Existing Nonexistent

links

links



There are several link prediction frameworks
SEAL (NIPS’18) is one example

Link
prediction

35



There are several link prediction frameworks
but they do not translate well for detecting fake AS links

Typical hierarchical structure
of the AS-level topology

Few tier1 ASes

Many stub ASes —



Problem: randomly sampling nonexistent links makes DFOH skewed
towards stub-to-stub links as they are overrepresented

<<?
R B B P A0
. ' W R S
/7 /7 /7@//7 4/0(/@2‘

S/ S/
“U, s, //Jm //4',0 e, o%f N
Sf% 0/1/ 4/ W /vq RN

Stub -
Transit/IXP/CDN 1 -

Transit/IXP/CDN 2 -
Proportion of sampled

nonexistent AS links
Transit/IXP/CDN 4 - (random sampling)

Transit/IXP/CDN 3 -

Highly connected -

Large customer cone -

Tier1 -
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Problem: randomly sampling nonexistent links makes DFOH skewed
towards stub-to-stub links as they are overrepresented
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Proportion of sampled
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Problem: randomly sampling nonexistent links makes DFOH skewed
towards stub-to-stub links as they are overrepresented

<<9
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DFOH would perform « Stub
well on scenarios Transit/IXP/CDN 1

involving two stubs Transit/IXP/CDN 2

Proportion of sampled
20/, nonexistent AS links

Transit/IXP/CDN 4 (random sampling)

Transit/IXP/CDN 3

Highly connected

Large customer cone

Tier1
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Problem: randomly sampling nonexistent links makes DFOH skewed
towards stub-to-stub links as they are overrepresented

DFOH would perform «
well on scenarios Transit/IXP/CDN 1

involving two stubs Transit/IXP/CDN 2

Proportion of sampled
nonexistent AS links
(random sampling)

Transit/IXP/CDN 3

But not on the <« Transit/IXP/CDN 4

other scenarios |
Highly connected

Large customer cone

Tier



DFOH'’s fake AS links inference algorithm comprises three steps

Finding
New Links

Computing
Features

41

Inferring
Hijacks

Random
Forest

—_—

T

Trainingﬁ

Balanced
sampling

Stub-Stub

Tier2-Stub

Inference 2 3

1 GQ
v
a

o 7

1 — 2
2 - 4
3 -6

1 -4
4 -6
6 -7

links

Tier 1:77er2 Existing Nonexistent

links



Outline

DFOH'’s inferences are accurate In every attack scenario
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We evaluate DFOH on artificially created forged-origin hijacks
as there is no ground truth at scale

Methodology:

We take existing AS paths
and prepend a new origin to create a new link

We take 9k cases where the new link exists (legitimate or “negative” cases)
and 9k cases where the new link does not exist (suspicious or “positive” cases)
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We evaluate DFOH on artificially created forged-origin hijacks
as there is no ground truth at scale

Methodology:

We take existing AS paths
and prepend a new origin to create a new link

We take 9k cases where the new link exists (legitimate or “negative” cases)
and 9k cases where the new link does not exist (suspicious or “positive” cases)

O/' We focus on the True Positive Rate (TPR)
and the False Positive Rate (FPR)
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DFOH is accurate upon every attack scenario
Victim

& :
True Positive %;&/f e/;@;’jo@;fo@/;j@/;f@ %, . High TPR
Un, “n An An o, ©
Rate TN N TS
Sty W ;W 90/1/ 30/1/;% o 50" 5 Low TPR

Stub -
Transit/IXP/CDN 1 -

Transit/IXP/CDN 2 -
Transit/IXP/CDN 3 -
Transit/IXP/CDN 4 -

Attacker

Highly connected -

Large customer cone -

Tier1 -
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DFOH is accurate upon every attack scenario

{4
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DFOH is accurate upon every attack scenario

True Positive * S/Zeo y . High TPR
/
Rate % ARE N
S,%C‘o,,/ 7%,1, y , Low TPR
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Transit/IXP/CDN 1 LG 0k MM
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Highly connected MNM
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DFOH is accurate upon every attack scenario

{
. )/ ~, :
False Positive %%feo sy, s, Oy S . High FPR

Rate 70 2 78 NG by
O O/VGO/]/qO 6)Q/C.‘Oos/éy.] Low FPR

Stub -
Transit/IXP/CDN 1 -

Transit/IXP/CDN 2 -
Transit/IXP/CDN 3 -
Transit/IXP/CDN 4 -

Attacker

Highly connected -

Large customer cone -

Tier1 -
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DFOH is accurate upon every attack scenario

Victim
ls, _
False Positive ’%S a, f@o %/7@ 9/7;9@% . High FPR
“u, ’//Jr 7 ’//Jr ' 0,
Sf (/b 04/ /]/ O/V 6)0/]/ GO, OO/;@ /@ OW

StUb"O-O4 0.03 0.02 0.01 0.00 0.01 0.02 0.03

Transit/IXP/CDN 1 - 0.03 0.03 0.01 0.01 0.02 0.00 0.02 0.06
Transit/IXP/CDN 2 - 0.02 0.01 0.02 0.01 0.03 0.01 0.03 0.07
Transit/IXP/CDN 3 - 0.01 0.01 0.01 0.00 0.05 0.01 0.03 0.00

Transit/IXP/CDN 4 - 0.00 0.02 0.03 0.05 0.04 0.01 0.00 0.06

Attacker

H|gh|y connected - 0.01 0.00 0.01 0.01 0.01 0.00 0.00 0.15

Large customer cone - 0.02 0.02 0.03 0.03 0.00 0.00 0.03 0.07

Tier1 - 0.03 0.06 0.0/ 0.00 0.06 0.15 0.07 0.02
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DFOH is accurate upon every attack scenario

Victim
<<?/~ :
False Positive %;S a, f% %o@ @/7,9800 . High FPR
“u, ’//Jr 7 ’//Jr ' <,
Rate O e e, Low FPR
Sf(/b 4/ /]/ /]/ /]/ @0/00/7@ S

StUb"O-O4 0.03 0.02 0.01 0.00 0.01 0.02 0.03

Transit/IXP/CDN 1 - 0.03 0.03 0.01 0.01 0.02 0.00 0.02 0.06
Transit/IXP/CDN 2 - 0.02 0.01 0.02 0.01 0.03 0.01 0.03 0.07

Transit/IXP/CDN 3 - 0.01 0.01 0.01 0.00 0.05 0.01 0.03 0.00 The maximum FPR is 0.15

Transit/IXP/CDN 4 - 0.00 0.02 0.03 0.05 0.04 0.01 0.00 0.06

H|gh|y connected - 0.01 0.00 0.01 0.01 0.01 0.00 0.00

Large customer cone - 0.02 0.02 0.03 0.03 0.00 0.00 0.03 0.07

Tier1 - 0.03 0.06 0.0/ 0.00 0.06 0.07 0.02
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Outline

DFOH is up and running and useful for operators
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DFOH runs at https://dfoh.uclouvain.be

DFOH

A System to Detect Forged-Origin BGP Hijacks

DFOH is a system that aims to detect forged-origin hijacks on the whole Internet. Forged-origin hijacks are a

type of BGP hijack where the attacker manipulates the AS path of BGP messages to make them appear as

legitimate routing updates.

DFOH is useful given that the BGP extensions proposed to cryptographically verify the validity of the AS
paths (such as BGPSec or ASPA) are hard to widely deploy. With DFOH, operators can quickly and with

high confidence know when their IP prefixes are being hijacked.

Read our NSDI'24 paper

A System to Detect Forged-Origin BGP Hijacks

Thomas Holterbach! Thomas Alfroy! Amreesh Phokeer] Alberto Dainotti! Cristel Pelsser®
*Universiry of Strasbourg, 'Internet Society, ‘Georgia Tech, *UCLowvain

Abstract

Despite ghobal efforts 10 secwre Tnlemet rouling, altsck-
o still successfally exploit the kack of strong BGP security
mechanisms, This paper focuses oo an sttack vectar thal is
frocuently used: Forged-origin hijocks, a type of BGP hijack
where e attacker manipulates the AS path to meke it im
mune 80 RPKL-ROV filters and appear as legitimate routag
updaies from » BGP masiteeing standpoint, Our cortsibuti
is DFOH, a system that quickly and consistennly detects forged-
cngn hjacks m the whale Internet Detectng forged-ongn
hijucks boils down W inferring whether e AS path in a BGP
rorste is legi or s heen dastend, Wee ok
that current state-of-art approaches to desect BGP anoesalies
e insufficaent wo deal with forgec-ongin backs. We wdeandy
the key properties that make the wlference of forgad AS patts
challenging. and design DFOH 1o he mobust spsinat real-workd
factors (e.g.. data baases). Onar mference pipelme mcludes two
key mgredicats: (1) & set of strategcally seloctod teatures, and
(i) a twining scheme adugeed 1o sapolagical bigees. DFOH
detncts 90.9% af the forzrd-ceigin hijacks within only =Smin
1o addition, & caly repors =17.5 suspicious cuees every day
far the whole Tnternet, o small number that allows operaton
to investigate the reported cases and tako coumtermeasures,

1 Introduction

On 3 February 2022, the cryptocarrency placform KLAY swap
was targesed by hackers who stole $1.9 mullion wontk of digi
tal sssets [ 99]. More recently, oa 17 August 2022, an steck
10 cRritlpe—a cryp-asset bridge—affected 32 victimes, who
lost S235,000 (1) Both attacks were the result of a forged-
ongin 6L hifack, atype of routizg hijock where the aack.
ers aneounce fagad AS paths towaeds a victim prefix by
prepending the vicim's arigin AS number in order %0 make
them appear legamate. Clearly, BGP hijackaeg attacks are not
o surpaise anymoes. They repeatocty make the heodlines [1.2)
und are Koown i altack vecton 1o steal aryplocarency [81,
obtain bogus ceruficares |15). or deanceymize Toe users [62].

‘Ine vulnerabilicy they explow is simply the result of BGP
being desigaad without secusity in mind An it ke
nipulate every wtribule in 4 BOP messagn (inchding the AS
patk and i1ts angm AS) aad ilkegittmately announce a prefix
owned by its vicim so as o divert the wathe w its setwok
Proactve solwions aganst BGP hijocks are being grad
ually deployed. However, foeged-ongim hijacks hove been
Teft wsoorvered hy sach solistiors—despite these allscks being
actively used m the wikd. In fact. network operators attempt to
proactively thwart BGP hyjacks by configuring their rowsers to
Hlter hijacked routes [46] woeg (1) RPKL-based Route Origla
Validation (ROV) s (7} Gala froes Teternel Rowting Reg-
istries (IRR). Unfoctunately, RFKI-ROV filtors do not help
10 detect torped-oaigin hijacks, since the forged ocigin in the
AS path is actcally valid, while IRR-based Sillers are known

an -

BGP to consastently preveat forged <cigin hujacks (44]. Such
dephoyment— I & will heppen o all—aught ke more than 2
dhecsade, s im the e of RPKE-ROV [21]

In thas paper. we peescat DFOH, the first localiy-deployable
systean that widely, quictly, and accurasely Detects Forged-
Origin Hijamks ce the Tatemet. With 4 single deploysent
of DFOH on a commeadity server, any sttacker performing 2
forged-ongin hipck 1s kkely to be quickly detected, the hijack
peblicly reparted. and the vicim immedile’y notified. Being
aware of the attack, the victm can apply coumermeasures
and the community Cen take 9CUONS %0 prevent sidar wnacks
from happening sgain. Additicaally, DFOH ci delect gast
attacks, allowing the community to measure the frequency of
such attacks or peofile forged-onga hijackers.

DFOH & 4 pasive system that proceses the AS paths
ahserved in puhlicly coflected RGP roules ta detoct forged-
origin hizacks. The problem of detecting focged-ongin hajacks
<an be reduced to wentitying whether & link between teo
ASe is read oo fake. Usfortunately, tere are aultiple seaves
why o ASes meght commect, whereas there Is oo simphe

Watch our APRICOT'24 presentation

EGF IPv¢ RIB Size - RIS and Rowte Views Peers

—— ——————

ASLY 5219 prelixes
AN -LHLT peelives

- ——

Dete

¥apricot202.

2024-02-28 00:39:04

DFOH provides past and real-time
forged-origin BGP hijacks detection



DFOH is useful and practical for network operators

Useful: DFOH detects the two known forged-origin BGP hijacks
(the klayswap and cbridge attacks)

Practical: DFOH only reports zero or one case every month for 99.8% of the ASes
(worse case is 15 cases)
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DFOH: A System to Detect Forged-Origin Hijacks
DEOH
Q DFOH runs in a

@ commodity server

. ijjack
Hij
(@g&? DFOH detects hijacks
© © © on the whole Internet

[V g

Hijac®™Hijack

CDN

DFOH is accurate in
every attack scenario
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DFOH: A System to Detect Forged-Origin BGP Hijacks

DFOH 2017 2022
o DFOH runs in a 1 [ DFOH detects
COmmOdity server 0—0—C—0— past hijacks
@ [0 O
2019 2023
Hi ijjack
O DFOH detects hijacks |
‘G > DFOH provides
RAE, on the whole Internet PTOY |
Hijac®™Hijack near-real-time detection
CDN

DFOH is robust against

DFOH is accurate In .
adversarial inputs

every attack scenario
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DFOH: A System to Detect Forged-Origin Hijacks |':,'|_'|;|
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commodity server =0—0—C—0= ast hijacks
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2019 2023
ijjack
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Huac‘Pﬂuack near-real-time detection
CDN
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DFOH is accurate In .
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every attack scenario
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